Skype, identification & masking Voice over IP calls.

Its amazing success. Developed in 2002 by the creators of Kazaa, today Skype is the most popular Voice over IP application and it is attracting the attention of the research community and of the telecom operators as well. 

Skype offers VoIP capabilities in two different “modes”. In the first one, traffic is generated between two end-hosts, each of which is running a Skype client: we call End-to-End (E2E) the generated traffic. The second communication mode happens between an endhost and a traditional PSTN phone, involved through the Skypeout/Skypein services: in this case, we call End-to-Out (E2O) the generated traffic.

-Why so much successful?  Skype application is based on the peer-to-peer communication paradigm for scalability purposes. In comparison with services from the traditional PSTNs which normally use a per-minute charge for long-distance calls, Voip calls c rely on services from the TCP/IP protocol stack provided by the Internet infrastructure, which in turn are usually charged with a fixed flat monthly fee disregarding the transmitted traffic volume. Voip calls are much cheaper than traditional long distance telephone calls to PSTN(Public Switched  Telephone Network) users, or even free if a call is placed directly from a Voip end user to another one. Skype can easily work in many different network environments without further user configuration, it can automatically detect network characteristics and use the best option available to send its traffic. Nevertheless the primary factor, of course, is his security. It can delude a network firewall by using Web ports to establish communication with other Skype peers, as a last resort fallback mechanism in very restrictive environments.

 -How can it be so secure?  Such a strategy renders Skype traffic disguised as Web traffic quite difficult to be detected by network operators(A noi interessa renderlo del tutto mascherato). Many interesting questions related to its internal mechanisms, the traffic it generates and the behavior of its users’ remain, to date , unanswered. The complexity stems from the fact that Skype protocols are proprietary, and from the extensive use of cryptography, obfuscation and anti reverse-engineering techniques.

Analysis of the problem of detecting Voip calls hidden in Web traffic.

One way consists in detecting Voip calls searching for specific program signatures or some known communication pattern, but such an approach is likely to be more dependent of a given program and its version.(…Related work…)

One detection approach consists in building a model of some relevant HTTP parameters and comparing unknown flows with some derived model (v. Article “Detecting Voip Calls hidden in Web traffic”, IEEE).

It is possible detecting Voip calls hidden in Web traffic by detecting the presence of flows that differ in a certain number of key characteristics from the expected behavior of Web traffic. It is based on general underlying characteristics of ongoing Voip calls, such as the regular flow of small packets, that allow distinguishing them from legitimate Web browsing traffic, for instance.

In this work such detection methodology is evaluated through experiments using real-world data gathered at a commercial Internet Service Provider and an academic institution. Skype calls hidden in Web traffic are automatically detected using metric taken from two Godness-of-Fit tests, the Kolmogorov-Smirnov distance and the chi-square χ2 value. 

1) Chi-square test: The chi-square (χ2) goodness-of-fit test, was first investigated by Karl Pearson in 1900 [32]. Basically,it tests a null hypothesis that the observed frequencies of some independent events follow a specified distribution. Suppose we have n observations from a population classified into k mutually exclusive classes and there is some theory or hypothesis which says that an observation falls into class I with probability pi (i = 1, . . . , k), so, the number of events expected in class i is Ei = npi. If Oi is the number of events observed in class i, the chi-square statistic χ2 is the sum over all bins as given by[image: image1.jpg]


 .

A large value of the sum indicates that is rather unlikely that the Oi values are drawn from the population represented

by the Ei.

2) Kolmogorov-Smirnov test: The Kolmogorov-Smirnov test [33] also evaluates if a sample comes from a population

with a hypothesized distribution. It is based on the maximum difference between two cumulative distributions, F0(x)

and SN(x). F0(x) is some specific cumulative frequency distribution function—in our case, the empirical distribution

function derived from the training Web dataset IV-A. SN(x) is the cumulative step function of a sample of N observations or, in other words, SN(x) = c/N where c is the number of observations with a value less than x. The Kolmogorov- Smirnov distance (D) value is given by D = max_|SN(x) − F0(x)|_. 

This value is limited between 0 and 1. A value near zero indicates that F0(x) is very similar to SN(x).

Findings show that χ2 metrics more likely to achieve better results than the Kolmogorov-Smirnov metric for detecting Voip calls hidden in Web traffic. Such a good performance may be illustrated in experimental results(v. Article idem) of a 90% detection rate of disguised VoIP calls with a false positive rate of only 2%, whereas a 100% detection rate of VoIP calls in Web traffic with a false positive rate limited to only 5%.

The presence of VoIP calls hidden in Web traffic may be thought of as a network traffic anomaly. In other words,

considering Web browsing traffic as the expected (“normal”) kind of flow to be found using (80) HTTP or (443) HTTPS ports, VoIP calls found mixed in the Web traffic aggregate may be seen as an anomalous traffic. In this paper, we also adopt the approach of building a model of the normal behavior for the Web traffic and compare it with the observed behavior of the Web traffic aggregate, thus detecting deviations (i.e. anomalies) caused by the presence of VoIP traffic hidden within it.

This article (“IEEE”) presents a model to evaluate Web “normal” behavior with the following parameters:

• Web request size;

• Web response size;

• Interarrival time between requests;

• Number of requests per page;

• Page retrieval time.

These parameters are the most discriminant ones to distinguish Voip calls from legitimate Web traffic.

The Web request size is the size in bytes of the HTTP request message. The Web response size is the size in bytes

of the HTTP response, sent by some Web server. The time interval between two consecutive requests of the same client

for the same Web server is the interarrival time between requests, if these requests are close enough to be considered

parts of the same Web page. A Web page may have one or many requests and it is important to identify page boundaries. Based on this information, we can compute parameters such as the number of requests per page, page retrieval times, and request interarrival times. The number of requests per page is the number of HTTP request messages in the same Web page and the page retrieval time is the time elapsed from the first request to the last response.

